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Latency Sensitivity Table 155

VM D 21

<

1 Latency Sensitivity Indicator = Y| Entitlement = 100%

VM D 210; __atency Sensitivity Indicator = N|  Entitlernent = 100%

VM D 24

>

N Latency Sensitivity Indicator = N|  Entitlement = 50%




US 9,262,198 B2

Sheet 3 of 6

Feb. 16, 2016

U.S. Patent

*

*

Ve Oid
N — T
SO0C se L ~00E Y¥5E ] |« 1 ‘00T seL !
| P ]
TP NdDd TVl Ndod Tyl NdDd
- A A A
j - j uintuiaiiaitteitt
90T HSB L Goesel \ FODE vseL -
- IIIIIIIIIIII -
; CTTTTETTTTTTN
0EMsel |« O0E Hse ) | OO wsEL '
a
I T T
“00T MseL 00E sel |« 1 '00% YselL '
e a3
\ $2T enend uny \ \_ IHZE Aanangy uny \ 'DZE eneny uny -

*

TTT J8Npauns 1susy

%00% Msel

gLe o0 yse |

GeL
NddOA




US 9,262,198 B2

Sheet 4 of 6

Feb. 16, 2016

U.S. Patent

9L D
] | Gl 1
00E el 00E 52l | NiOA |
G NdDd CHL NdDd 'GP NidDd
7 §
TN
DOT wse L “00C dse L
“T0E Hsel 0 Heel
“B0T WSEL ‘OOE Msel
EQLE enent uny LT ONGNE LNy
\_ : J \_ . %
TTT J8INEayss |Bulsy
g GZL
00 Asel AdIA
O F NIA
01T 004 sl




U.S. Patent Feb. 16, 2016 Sheet 5 of 6 US 9,262,198 B2
C Start D) 400
v 05
Detect change to state of }
VM
410
VM is highly No
atency sensitive?

415

PCPUSs to support No

exclusive affinity for al

Set next VCPU and next
PCRPU

Y

Assign nexd VCOPU (o have
exclusive affinity to next
PCPU

v

Halt and migrate task
running on next PCPU (o
non-exciusive PCPUs

v

Migrate tasks queued to
next PCPU {0 queues of
non-sxciusive PCPUs

v

450

Direct machine interrupt
processing for next PCPU
to non-exclusive PCPUs

Vi has more VCPUs?

v

Turn off frequency scaling
for next PCPU

End




U.S. Patent Feb. 16, 2016 Sheet 6 of 6 US 9,262,198 B2

A/5 o0

( Start )

l 510
/
Receive task to ba run [d——
Execute task on
FPCRU Tor which
VOPU has exclusive
affinily
Task has
Queue task to PCPU non-exclusive affinity
Y o run in adoption to a PCPU to which a highly
mode latency sensitive VOPU has
exclusive affinity?
Execute task on 560
PCPU to whichno
VOPU has sxclusive
affinity
>

Yes
More tasks? °

C End )

FiG. &



US 9,262,198 B2

1
CPU SCHEDULER CONFIGURED TO
SUPPORT LATENCY SENSITIVE VIRTUAL
MACHINES

CROSS REFERENCE TO OTHER
APPLICATIONS

This application claims priority to U.S. Provisional Patent
Application No. 61/870,143, entitled “TECHNIQUES TO
SUPPORT HIGHLY LATENCY SENSITIVE VMs,” filed
Aug. 26, 2013, the contents of which is incorporated herein
by reference. This application is related to: U.S. patent appli-
cation Ser. No. 14/468,122, entitled “Virtual Machine Moni-
tor Configured to Support Latency Sensitive Virtual
Machines”, filed Aug. 25, 2014; U.S. patent application Ser.
No. 14/468,181, entitled “Networking Stack of Virtualization
Software Configured to Support Latency Sensitive Virtual
Machines”, filed Aug. 25, 2014; and U.S. patent application
Ser. No. 14/468,138, entitled “Pass-through Network Inter-
face Controller Configured to Support Latency Sensitive Vir-
tual Machines”, filed Aug. 25, 2014, the entire contents of
which are incorporated herein by reference.

BACKGROUND

Applications characterized as “latency sensitive” are, typi-
cally, highly susceptible to execution delays and jitter (i.e.,
unpredictability) introduced by the computing environment
in which the application runs. Examples of latency sensitive
applications include financial trading systems, which usually
require split-second response time when performing func-
tions such as pricing securities or executing and settling
trades.

Execution delay and jitter is often introduced by computer
hardware components. For example, an application may issue
input/output (I/O) requests to read data from or write data to
a data storage device that can introduce unwanted latency. In
addition, a slow or unreliable network connection may cause
delay and/or jitter. In some cases, the operating system soft-
ware running on a host may itself be a cause of delay or jitter,
especially in virtualized systems, where a virtual machine
running the application shares processing resources with
other virtual machines and other system tasks. First, the vir-
tual machine may be forced to wait prior to execution when
there is insufficient processing resources. Further, even when
the virtual machine is scheduled for execution right away, a
previously executing process will need to be halted and
requeued for later execution, introducing delays. There may
also be situations where the virtual machine is preempted by
other (higher priority) system tasks or hardware interrupts.
Finally, certain system features, such as hyperthreading or
frequency scaling (which provides for the adjustment of the
operating speed of'a physical processor based on system load)
may be the source of additional delays.

SUMMARY

In a host computer having one or more physical central
processing units (CPUs) that support the execution of a plu-
rality of containers, the containers each including one or more
processes, a method of assigning at least one of the processes
to have exclusive affinity to a corresponding physical CPU is
provided. The method comprises the steps of determining that
a first container is latency sensitive and responsive to the
determining, assigning each of the processes of the first con-
tainer to have exclusive affinity to one or more corresponding
physical CPUs. The assigning comprises the steps of migrat-
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ing running tasks on the corresponding physical CPUs to the
one or more other physical CPUs of the host system, directing
queued tasks and interrupt processing for the corresponding
physical CPUs to the one or more other physical CPUs, and
executing tasks of each of the processes of the first container
on the one or more corresponding CPUs to which the process
has exclusive affinity.

Further embodiments provide a non-transitory computer-
readable medium that includes instructions that, when
executed, enable a host computer to implement one or more
aspects of the above method, and a computer system pro-
grammed to implement one or more aspects of the above
method.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 is a diagram depicting a virtualized computing
environment in which one or more embodiments may be
implemented.

FIG. 2 is a block diagram that depicts a table for storing
latency sensitivity information, according to embodiments.

FIGS. 3A and 3B are diagrams that illustrate a kernel
scheduler that allocates a physical CPU to a virtual CPU of a
highly latency sensitive virtual machine, according to
embodiments.

FIG. 4 is a flow diagram that depicts a method for granting
exclusive affinity for one or more physical CPUs to virtual
CPUs of ahighly latency sensitive virtual machine, according
to embodiments.

FIG. 5 is a flow diagram that illustrates a method by which
a kernel scheduler schedules for execution tasks in a com-
puter host that executes one or more highly latency sensitive
virtual machines, according to embodiments.

DETAILED DESCRIPTION

FIG. 1 depicts a virtualized computing environment in
which one or more embodiments may be implemented. As
shown, the computing environment includes a host computer
100 and a virtual machine (VM) management server 150. VM
management server 150 communicates with host computer
100 over a local connection or, alternatively, over a remote
network connection (not shown).

Host computer 100 is, in embodiments, a general-purpose
computer that supports the execution of an operating system
and one more application programs therein. In order to
execute the various components that comprise a virtualized
computing platform, host computer 100 is typically a server
class computer. However, host computer 100 may also be a
desktop or laptop computer.

As shown in FIG. 1, host computer 100 is logically divided
into three different components. First, execution space 120
supports the execution of user-level (i.e., non-kernel level)
programs. User-level programs are non-privileged, meaning
that they cannot perform certain privileged functions, such as
executing privileged instructions or accessing certain pro-
tected regions of system memory. Among the programs that
execution space 120 supports are virtual machines and user
programs.

Virtual machines are software implementations of physical
computing devices and execute programs much like a physi-
cal computer. In embodiments, a virtual machine imple-
ments, in software, a computing platform that supports the
execution of software applications under the control of a
guest operating system (OS). As such, virtual machines typi-
cally emulate a particular computing architecture. In FIG. 1,
execution space 120 includes VMs 110,-110,,. Each VM 110
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shown supports the execution of one or more applications
111, each of which executes under the control of a particular
guest OS 112. Applications 111 are user-level (non-kernel)
programs, such as, for example, word processors or spread-
sheet programs. Each of the depicted guest OS’ 112 may be
one of the well-known commodity operating systems, such as
any of the versions of the Windows® operating system from
Microsoft Corp., the Linux® operating system, or MacOS®
X from Apple, Inc. It should be noted that the applications and
guest OS’ may vary from one VM to another. Thus, applica-
tions 111, in VM 110, may include Microsoft’s Word® and
Excel® applications running under the control of Windows®
7 as guest OS 112,. By contrast, applications 111, in VM
110,, may include the Safari® web browser running under the
control of MacOS® X as guest OS 112,

In addition to virtual machines 110,-110,, execution space
120 includes one or more user programs 115. In embodi-
ments, user programs 115 are software components that
execute independent of any virtual machine. Examples of
user programs 115 include utilities that perform various sys-
tem-oriented functions, such as facilitating communication
with the kernel, providing directory services, and the like.
Such programs, like virtual machines, execute at the user
level, meaning that these programs cannot perform certain
privileged (kernel-level) functions. As shown in FIG. 1, each
of VMs 110,-110,, and user programs 115 communicates
with ahypervisor component, referred to herein as hypervisor
130.

Hypervisor 130, as depicted in FIG. 1, provides the oper-
ating system platform for running processes on computer host
100. Hypervisor 130 controls all hardware devices within
computer host 100 and manages system resources for all
applications running therein. Among the core functions that
hypervisor 130 provides are console services, file system
services, device drivers, and resource scheduling. Further,
hypervisor 130 implements software components that pro-
vide for the instantiation of one or more virtual machines on
the host computer.

As depicted in the embodiment of FIG. 1, hypervisor 130
includes virtual machine monitors (VMMs) 131,-131,. Each
VMM 131 corresponds to an executing VM 110. Thus, VMM
131, corresponds to VM 110,, VMM 131, corresponds to VM
110,, and so on. Each VMM 131 is a software layer that
provides a virtual hardware platform to the guest OS for the
corresponding virtual machine. It is through a particular
VMM 131 that a corresponding VM accesses services pro-
vided by the kernel component of hypervisor 130 (shown in
FIG. 1 as kernel 136). Among the functions carried out by
kernel 136 are memory management, providing networking
and storage stacks, and process scheduling.

Each VMM 131 in FIG. 1 implements a virtual hardware
platform for the corresponding VM 110. Among the compo-
nents of the implemented virtual hardware platform are one or
more virtual central processing units (or VCPUs) 125. Thus,
VMM 131, implements a first set of VCPUs 125,, VMM 131,
implements a second set of VCPUs 125,, and so on. Each
VCPU 125 appears to be a physical CPU from the standpoint
of the applications 111 and the guest OS 112 that run in the
corresponding VM 110. In this way, a virtualized guest oper-
ating system that runs within a virtual machine may schedule
and dispatch processes for execution on one or more virtual
CPUs in the same way that an operating system that runs
directly on a computer host (i.e., in a non-virtualized manner)
schedules and dispatches processes for execution on physical
CPUs. However, from the standpoint of hypervisor 130
(which, in typical embodiments, executes directly on com-
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4

puter host 100), each VCPU 125 is a process to be scheduled
and dispatched on a physical CPU of computer host 100.

In one or more embodiments, kernel 136 serves as a liaison
between VMs 110 and the physical hardware of computer
host 100. Kernel 136 is a central operating system compo-
nent, and executes directly on host 100. In embodiments,
kernel 136 allocates memory, schedules access to physical
CPUs, and manages access to physical hardware devices
connected to computer host 100.

As shownin FIG. 1, kernel 136 executes one or more kernel
threads 132. Kernel threads 132 are processes that perform
operating system functions, such as memory and device man-
agement, and which execute in a privileged mode (as opposed
to user programs 115, described earlier, which execute in a
non-privileged mode). Kernel 136 also includes an interrupt
module 133. According to embodiments, interrupt module
133 (which may also be referred to as an interrupt handler)
comprises one or more operating system functions, whose
execution is triggered by the detection of an interrupt, such as
those generated by hardware devices. Interrupt module 133
includes several types of interrupt handlers, which respond to
interrupts generated by a particular hardware device or soft-
ware module. Each interrupt handler in interrupt module 133
runs as a kernel-level process, much like kernel threads 132.

Kernel 136 also includes a kernel scheduler 135. Kernel
scheduler 135 is responsible for scheduling tasks for execu-
tion on the physical CPUs of computer host 100. It should be
noted that all tasks that execute on computer host 100 must
share its underlying hardware resources. This includes ran-
dom access memory, external storage, and processing time on
the physical CPUs. Thus, the tasks that kernel scheduler 135
schedules for processing include VCPUs 125 (which are the
virtual CPUs of executing VMs), user programs 115, kernel
threads 132, and interrupt handlers that execute as part of
interrupt module 133. Indeed, as shown in FIG. 1, each of
these process types is depicted as feeding into kernel sched-
uler 135. In embodiments, kernel scheduler 135 maintains a
separate run queue for each physical CPU (not shown). That
is, kernel scheduler 135 schedules a process for execution on
a particular physical CPU by placing that process in the run
queue for that particular physical CPU. Typically, a physical
CPU only selects processes from its own queue for execution
thereon.

However, it is possible for one physical CPU to become
idle while other physical CPUs have jobs waiting in their run
corresponding run queues. Thus, periodically, kernel sched-
uler 135 rebalances the queues. That is, if the run queue of a
particular physical CPU is long, kernel scheduler 135 moves
some of the tasks therein to run queues of physical CPUs that
are less busy. The process by which kernel scheduler 135
maintains and rebalances run queues for individual physical
CPUs is described more fully below.

FIG. 1 also depicts hardware platform 140, which is
another component of computer host 100. Hardware platform
140 includes all physical devices, channels, and adapters of
computer host 100. Hardware platform 140 includes network
adapters (not shown), for network communication, as well as
host bus adapters (HBAs) (not shown) which enable commu-
nication to external storage devices. In addition, hardware
platform 140 includes the physical CPUs (referred to herein
as PCPUs) of computer host 100. As shown in FIG. 1, com-
puter host 100 has M PCPUs 145,-145 .. As shown the figure,
kernel scheduler 135 schedules and dispatches tasks for
execution on one or more PCPUs 145.

Hardware platform 140 also includes a random access
memory (RAM) 141, which, among other things, stores pro-
grams currently in execution, as well as data required for such
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programs. Moreover, the run queues that kernel scheduler 135
maintains for each PCPU are typically maintained in RAM
141.

In order to support the configuration, identification, and
scheduling changes needed for executing highly latency sen-
sitive virtual machines, the embodiment depicted in FIG. 1
includes a VM management server 150. VM management
server 150 is, in embodiments, a server application executing
either within computer host 100, or (as shown in FIG. 1)
remotely from computer host 100. Embodiments of VM man-
agement server 150 provide an interface (such as a graphical
user interface (or GUI)) through which a system administra-
tor may define, configure, and deploy virtual machines for
execution on one or more host computers.

In addition, VM management server 150 provides for the
configuration of virtual machines as highly latency sensitive
virtual machines. According to one or more embodiments,
VM management server 150 maintains a latency sensitivity
table 155, which defines latency sensitivity characteristics of
virtual machines. Latency sensitivity table 155 is described in
further detail below.

As shown in FIG. 1, VM management server 150 commu-
nicates with computer host 100, either through a direct local
connection or over a computer network. In order to facilitate
such communication, VM management agent 134 executes
on computer host 100. Although VM management agent 134
is not part of kernel 136, embodiments of the agent run at the
hypervisor level within hypervisor 130. However, in other
embodiments, VM management agent 134 may run as a user
program within execution space 120. It should be noted that
the processes of VM management agent 134 are also sched-
uled for execution by kernel scheduler 135.

VM management agent 134 receives instructions from VM
management server 150 and carries out tasks on behalfof VM
management server 150. Among the tasks performed by VM
management agent 134 are configuration and instantiation of
virtual machines. One aspect of the configuration of a virtual
machine is whether that virtual machine is highly latency
sensitive. Thus, VM management agent 134 receives a copy
of latency sensitivity table 155 and saves the underlying data
within RAM 141 as latency sensitivity data 143. As shown in
FIG. 1, once latency sensitivity data 141 is saved to RAM,
kernel scheduler 135 then accesses that information in order
to determine which virtual machines are highly latency sen-
sitive. Upon determining that one or more virtual machines
are highly latency sensitive, kernel scheduler 135 makes cer-
tain scheduling changes in order to accommodate the needs of
these virtual machines.

FIG. 2 is a block diagram that depicts one embodiment of
latency sensitivity table 155. As shown in the figure, latency
sensitivity table 155 stores multiple rows of data, where each
row corresponds to a particular virtual machine within host
100. Each virtual machine is identified on the host by a unique
VM ID 210. A VM ID 210 may be any unique binary or
alphanumeric value that is associated with a virtual machine.
As shown in FIG. 2, latency sensitivity table 155 has N entries
(for VM IDs 210,-210,,), which correspond to the N virtual
machines VM 110, -110,, depicted in FIG. 1.

For each VM ID 210, latency sensitivity table 155 stores
two values. A first value is a latency sensitivity indicator. This
indicator may take on two distinct values (such as Y or N),
which indicates whether the corresponding virtual machine is
highly latency sensitive. In other embodiments, the latency
sensitive indicator may take on more than two values (e.g.,
High, Medium, Low, or Normal), to provide for specifying
different degrees of latency sensitivity for the corresponding
virtual machine. In FIG. 2, VM ID 210, (corresponding to
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VM 110,) identifies a highly latency sensitive virtual
machine because its latency sensitivity indicator is set to Y.
On the other hand, VM ID 210, and VM ID 210,, (which
correspond to VMs 110, and 110, respectively) identify
virtual machines that are not highly latency sensitive virtual
machines because their corresponding latency sensitivity
indicators are set to N. For example, VM 110, might be a
virtual machine that runs a real-time financial trading appli-
cation, while VMs 110, and 110,, might be virtual machines
that run batch processing applications (such as billing sys-
tems), which typically do not require split-second response
time and are generally unaffected by the jitter that might
occur in a virtualized computing environment.

The second value that latency sensitivity table 155 stores is
an “entitlement” value. The CPU resource entitlement for a
virtual machine may be adjusted by specifying a CPU reser-
vation value, a CPU limit value, and a CPU shares value. A
CPU reservation value represents a guaranteed minimum
allocation of CPU resources for the virtual machine. By con-
trast, a CPU limit value represents a maximum allocation of
CPU resources for the virtual machine. Finally, a CPU shares
value represents an amount of CPU resources that a virtual
machine is allocated relative to an amount of CPU resources
allocated to other virtual machines. Thus, with a CPU shares
allocation, the CPU entitlement for a virtual machine may
change dynamically as other virtual machines are powered
on, powered off, or have their own CPU shares values con-
figured.

In the embodiment shown in FIG. 2, the entitlement value
is a percentage. In this embodiment, the entitlement value
represents a reserved percentage of CPU resources for the
virtual CPUs of a given VM (i.e., a CPU reservation value).
That is, the reservation represented by an entitlement value
specifies a guaranteed minimum allocation for the corre-
sponding virtual machine. According to embodiments, a vir-
tual machine may be powered on only if there are enough
unreserved CPU resources available to satisfy the reservation
of'the virtual machine. It should be noted that the entitlement
value is not limited to being expressed as a percentage. In
other embodiments, the entitlement value may be represented
as a number of reserved CPU cycles (such as a certain fraction
of'a processor’s speed in gigahertz (GHz)).

In FIG. 2, VM 110, (as identified by VM ID 210,) has an
entitlement value of 100 percent (%), which means that 100%
of'a physical CPU is reserved to the VCPU (i.e., VCPU 125,)
associated with VM 110,. It should be noted that, in this
example, it is assumed that VM 110, only has a single VCP
125. If, however, VM 110, has more than one VCPU, then
each of those VCPUs would share 100% of the reserved
capacity of a single physical CPU.

Referring to FIG. 2, VM 110, (as identified by VM ID
210,) has a corresponding entitlement value of 100%. Thus,
although VM 110, is not highly latency sensitive (as shown by
its latency sensitivity indicator being set to N), the host will
reserve 100% of'the capacity of a physical CPU for VM 110,.
Further, VM 110,, (as identified by VM ID 210,) has an
entitlement value of 50%, which means that 50% of the
capacity of a physical CPU is reserved for executing the
virtual CPUs (i.e., VCPUs 125, of that virtual machine.

According to one or more embodiments, if a virtual
machine is both highly latency sensitive and has a maximum
entitlement value, then that virtual machine is granted exclu-
sive affinity to one or more physical CPUs. For example,
assuming that VM 110, has one virtual CPU VCPU 125, then
VM 110, (or, equivalently, VCPU 125)) is given exclusive
affinity to one physical CPU in computer host 100 (i.e., one of
PCPUs 145,-145,,). On the other hand, if VM 110, has two
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virtual CPUs, then, in order for both virtual CPUs to be given
exclusive affinity to a physical CPU, then the entitlement
value in latency sensitivity table 155 for VM ID 210, is set to
200% (i.e., 100% reservation for each virtual CPU in the set
of VCPUs 125, corresponding to VM 110,).

When a virtual CPU of a virtual machine has exclusive
affinity to a physical CPU, the physical CPU is, effectively,
dedicated to running that particular virtual CPU. That is, the
kernel scheduler (i.e., kernel scheduler 135) will refrain from
scheduling any processes for execution on the physical CPU
to which the virtual CPU has exclusive affinity, even in cases
where the physical CPU is in an idle state. Further, kernel
scheduler 135 will refrain from scheduling most interrupt
processing on the physical CPU. Instead, interrupt processing
is scheduled and dispatched on other physical CPUs, pro-
vided no virtual CPUs have exclusive affinity to such other
physical CPUs.

In addition, when an executing virtual machine has its
latency sensitivity indicator dynamically set to Y and its
entitlement dynamically set to a maximum percentage value,
kernel scheduler 135 detects (or is informed of) these con-
figuration changes. Further, kernel scheduler 135 detects (or
is informed) when a virtual machine having its latency sen-
sitivity indicator previously set to Y and its entitlement pre-
viously set to a maximum percentage is powered on. In either
case, kernel scheduler 135 takes steps to allocate the required
number of physical CPUs to the virtual machine’s virtual
CPUs. Thus, if all physical CPUs are executing tasks at the
time the virtual machine is powered on (or, alternatively, at
the time the latency sensitivity indicator and entitlement of
the virtual machine are changed), kernel scheduler 135
migrates an executing task from one physical CPU to another
physical CPU. Kernel scheduler performs this migration for
as many physical CPUs as the number of virtual CPUs of the
virtual machine. Thus, when the virtual machine’s virtual
CPUs have tasks that need to be executed, the tasks are
executed directly on the allocated physical CPUs without
incurring any scheduling or context-switching overhead. In
addition, according to embodiments, kernel scheduler 135
ensures that a minimum number of physical CPUs are avail-
able for processing the tasks for non-highly latency sensitive
virtual machines. In these embodiments, if powering on and
allocating a number of physical CPUs to a highly latency
sensitive virtual machine would result in the number of physi-
cal CPUs available for processing non-highly latency sensi-
tive tasks to fall below this minimum number, then the virtual
machine is not powered on.

It should be noted that a virtual machine may have an
entitlement value set to a maximum reservation percentage
(i.e., 100% for each of the virtual CPUs of that virtual
machine), yet not have exclusive affinity to any particular
physical CPU. An example of this case is illustrated in FIG. 2
by VM ID 210, in latency sensitivity table 155. VM 1D 210,
has an entitlement value of 100% (which, assuming that VM
110, has a single virtual CPU, would be a maximum reserva-
tion percentage). However, as shown in FIG. 2, VM ID 210,
has a latency sensitivity indicator set to N, meaning that VM
110, is not highly latency sensitive. In this case, kernel sched-
uler 135 ensures that the virtual CPU of VM 110, (i.e., VCPU
125,)is given a full (i.e., 100%) allocation of a given physical
CPU. However, in this case, VCPU 125, does not have exclu-
sive access to a physical CPU. That is, when a physical CPU
allocated to VCPU 125, becomes idle, kernel scheduler 135
schedules other tasks on this physical CPU. When VCPU
125, becomes active, then these other tasks are (eventually)
preempted and the tasks of VCPU 125, are scheduled for
processing on the physical CPU. However, this differs from
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the exclusive affinity that VCPU 125, has for a given physical
CPU because, in the case of VCPU 125 ,, scheduling overhead
is incurred by the scheduling, execution, and preemption of
the other tasks on that physical CPU when that physical CPU
becomes idle. As previously mentioned, for a virtual machine
that has exclusive affinity to a physical CPU (such as highly
latency sensitive VM 110, ), this scheduling overhead is effec-
tively eliminated.

It should also be noted that, although a highly latency
sensitive virtual machine is given exclusive affinity to one or
more particular physical CPUs, it is possible, though it is a
rare occasion, for another process (not related to the virtual
machine’s virtual CPUs) to be executed on the one or more
particular physical CPUs. These exceptional conditions are
described in further detail below.

FIGS. 3A and 3B are conceptual diagrams that illustrate
the allocation of a physical CPU to a virtual CPU of a highly
latency sensitive virtual machine, according to one or more
embodiments. In FIG. 3A, VM 110 is a highly latency sensi-
tive virtual machine (as defined previously by an entry in
latency sensitivity table 155), and which has a sufficient
entitlement value (i.e., a 100% reservation for each of its
virtual CPUs). VM 110 in FIG. 3A has a single VCPU 125,
which is shown (for illustrative purposes only) as being a part
of VM 110.

In FIG. 3A, kernel scheduler 135 schedules tasks by first
receiving those tasks from a task pool 310, which contains
tasks that require execution time on a physical CPU. In FIG.
3 A, only one unscheduled task (task 300,) is in task pool 310.
Kernel scheduler 135 then places each task in a run queue
320, each of which corresponds to a physical CPU (PCPU)
145. It should be noted that the embodiment of FIG. 3A has
three PCPUs 145 -145;. Thus, run queue 320, queues tasks
for PCPU 145, run queue 320, queues tasks for PCPU 1452,
and run queue 320, queues tasks for PCPU 145..

In the figure, kernel scheduler 135 detects (or is informed
of) the powering on of VM 110 or, alternatively, of a change
in latency sensitivity indicators that correspond to VM 110.
Kernel scheduler 135 then determines that VM 110 is highly
latency sensitive (via inspection of a corresponding entry in
latency sensitivity table 155) and is to be allocated one physi-
cal CPU to which VM 110 (or, more precisely, VCPU 125) is
to have exclusive affinity. In the embodiment depicted, kernel
scheduler 135 selects PCPU 145, to allocate for VCPU 125.
However, as shown, PCPU 145, has executing thereon task
300,. Further, run queue 320, (which is the run queue for
PCPU 145)) has three tasks queued therein (i.e., tasks 300,,
300,, and 300;). Thus, before VCPU 125 is granted exclusive
affinity to PCPU 145, kernel scheduler 135 migrates these
tasks to other physical CPUs. For example, as shown in FI1G.
3A, task 300, (which currently executes on PCPU 145)) is
migrated directly to execute on PCPU 145, It should be noted
that task 300, may also be migrated to execute directly on
PCPU 145, or, alternatively, may be queued to either proces-
sor in run queue 320, or run queue 320;.

Kernel scheduler 135 also migrates tasks waiting for
execution in run queue 320, . Thus, as shown in FIG. 3 A, task
300, is migrated to run queue 320, and tasks 300, and 300,
are migrated from run queue 320, to run queue 320;. In this
way, when the task migrations are complete, PCPU 145, may
be dedicated to executing tasks for VCPU 125.

As shown in FIG. 3B, when VCPU 125 begins executing
tasks for VM 110, these tasks are executed directly on PCPU
145,. That is, kernel scheduler 135 refrains, generally, from
executing any tasks on PCPU 145, that do not pertain to
VCPU 125. This is illustrated by the absence of a run queue
corresponding to PCPU 145, . However, kernel scheduler 135
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continues to receive tasks from task pool 310 and schedules
these tasks in run queues 310, and 310,. Further, kernel
scheduler 135 performs load balancing between PCPUs 145,
and 145;. That is, if either of these PCPUs becomes idle, then
kernel scheduler 135 removes tasks from the run queue of the
other PCPU and moves them to the run queue of the idle
PCPU. However, should PCPU 145 (to which VCPU 125 has
exclusive affinity) becomes idle, kernel scheduler 135 does
not migrate any tasks to be scheduled to that PCPU.

FIG. 4 is a flow diagram that depicts a method 400 for
allocating of one or more physical CPUs to virtual CPUs of a
highly latency sensitive virtual machine, according to
embodiments. In embodiments, method 400 is executed by a
kernel scheduler, such as kernel scheduler 135 described
herein.

Method 400 begins at step 405, where the kernel scheduler
detects (or is informed of) a change to a state of a virtual
machine. In one or embodiments, the state change that the
kernel scheduler detects is the powering on of the virtual
machine, where the virtual machine was previously in a pow-
ered-off state. In other embodiments, the state change that the
kernel scheduler detects is a change in configuration settings
of'the virtual machine, where the configuration settings relate
to the latency sensitivity of the virtual machine. Next, at step
410, the kernel scheduler determines whether the virtual
machine is highly latency sensitive. As described earlier, one
or embodiments of kernel scheduler 135 inspects a table (or
similar data structure) in RAM that stores latency sensitivity
information in order to determine that the virtual machine: (a)
has a latency sensitivity indicator set to Y (or some value that
indicates latency sensitivity for the virtual machine); and (b)
has sufficient CPU entitlement set for its virtual CPUs (as
represented in FIG. 2 by the entitlement value in latency
sensitivity table 155). In embodiments described herein, a
sufficient CPU entitlement may be expressed as the number
of virtual CPUs multiplied by 100%. That is, if the virtual
machine has one virtual CPU, then a sufficient CPU entitle-
ment is 100%. If the virtual machine has two virtual CPUs,
then a sufficient CPU entitlement is 200%, and so on. It
should be noted that in the embodiment depicted in FIG. 2, the
entitlement values represent CPU reservations (i.e., guaran-
teed minimum CPU allocation amounts), as was described
earlier.

If, at step 405, kernel scheduler 135 determines that the
virtual machine is not highly latency sensitive, then method
400 terminates. That is, processes for the virtual CPUs of the
virtual machine are scheduled according to the scheduling
policy implemented by the kernel scheduler for a non-highly
latency sensitive virtual machine. However, if the kernel
scheduler determines that the virtual machine is highly
latency sensitive, then method 400 proceeds to step 415.

At step 415, kernel scheduler 135 determines whether the
computer host has a sufficient number of physical CPUs in
order to support exclusive affinity for all virtual CPUs of the
virtual machine. For example, if computer host 100 has six
physical CPUs and the virtual machine has five virtual CPUs,
then kernel scheduler 135 determines that there are insuffi-
cient physical CPUs in order to support exclusive affinity for
the virtual machine. This assumes a policy of maintaining at
least two physical CPUs for non-highly latency sensitive
tasks. However, if the virtual machine has four or fewer
virtual CPUs, then kernel scheduler 135 determines that there
are sufficient physical CPU resources to support exclusive
affinity for all virtual CPUs of the virtual machine. Further,
the pool of available physical CPUs is decreased by any
number of physical CPUs previously allocated to other highly
latency sensitive virtual machines.
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If, at step 415, kernel scheduler 135 determines that there
are insufficient physical CPU resources to support exclusive
affinity for the virtual machine, then method 400 terminates.
If, however, kernel scheduler 415 determines that there are
enough physical CPUs to allocate to the virtual machine, then
method 400 proceeds to step 420.

At step 420, kernel scheduler 135 sets both a next virtual
CPU (i.e, one of the virtual CPUs of the virtual machines) and
a next physical CPU (corresponding to one of the physical
CPUs on computer host 100). It should be noted that kernel
scheduler 135 makes the selection of physical CPU based on
avariety of factors, such as CPU speed, whether the processor
is idle, the number of tasks currently queued to the physical
CPU, and the non-uniform memory access (NUMA) home
node assignment for the virtual machine. Next, at step 425,
kernel scheduler 135 assigns the next virtual CPU to have
exclusive affinity to the next physical CPU. Kernel scheduler
135 may make this assignment by updating a data structure in
memory (not shown) that associates virtual and physical
CPUs.

At step 430, kernel scheduler 135 halts any task executing
on the next physical CPU and migrates this task to another
physical CPU. The target physical CPU is a “non-exclusive”
physical CPU; that is, no virtual CPU of any other virtual
machine has exclusive affinity to the target physical CPU. The
migration may take place by kernel scheduler queuing the
migrated task to the target physical CPU by placing the task in
the run queue thereof. In some embodiments, kernel sched-
uler determines the priority or state of the previously execut-
ing task and, depending on the priority, may preempt any
running tasks on the target physical CPU and immediately
begin executing the migrated task thereon.

Next, at step 435, kernel scheduler 135 migrates tasks
queued to the next physical CPU to one or more other physi-
cal CPUs. These other target physical CPUs are not dedicated
to executing tasks of any one particular virtual CPU. In other
words, no virtual CPU of any other virtual machine has exclu-
sive affinity to any of the target physical CPUs. In embodi-
ments, kernel scheduler 135 queues the migrated tasks by
removing them from the run queue of the next physical CPU
and placing the migrated tasks in one or more run queues,
each of which corresponds to one of the target physical CPUs.
It should be noted that some tasks that cannot be migrated
from the next physical CPU, even though the virtual machine
is being granted exclusive affinity thereto. These exceptional
tasks are described more fully below. Method 400 then pro-
ceeds to step 435.

At step 440, kernel scheduler 135 migrates nearly all
machine interrupt processing from the next physical CPU to
a target “non-exclusive” physical CPU. Thus, once the next
physical CPU is assigned to a virtual CPU of a highly latency
sensitive virtual machine, hardware interrupts (which are
typically intercepted by an interrupt handler for a correspond-
ing device) are processed on physical CPUs other than the
next physical CPU. For example, an interrupt may occur on a
physical network adapter. Hypervisor 130 may then, in
response, call a corresponding interrupt handler for the net-
work adapter. The interrupt handler, like all tasks, requires
CPU execution cycles. However, kernel scheduler 135 directs
such processing away from the next physical CPU (i.e., the
physical CPU assigned to the highly latency sensitive virtual
machine), but, rather, toward one or more “non-exclusive”
physical CPUs (i.e., ones to which no virtual CPU has exclu-
sive affinity). Although the majority of hardware interrupt
processing is not scheduled to the next physical CPU, there
are some hardware interrupts that are not migrated. Such
interrupts include local advanced interrupt program control-
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ler (APIC) interrupts, inter-processor interrupts (IPIs), and
certain bottom-half (BH) handlers, all of which are localized
on the next physical CPU and must be processed thereby.

Once kernel scheduler 135 directs interrupt processing
away from the next physical CPU, method 400 proceeds to
step 445. At step 445, kernel scheduler 135 turns off fre-
quency scaling for the next physical CPU. In one or more
embodiments, frequency scaling provides for the dynamic
switching of the frequency of a physical CPU, depending
upon on the load requirement of the CPU. Thus, if a processor
is a low load requirement, its frequency is adjusted downward
in order to operate the CPU in a way such that it consumes less
power. For example, a processor may have its operating fre-
quency adjusted from 2 GHz to 600 megahertz (MHz). How-
ever, the adjustment of the operating frequency of a physical
CPU requires constant monitoring of system load, which
consume processing cycles that contribute to execution
latency. Thus, for physical CPUs that are assigned for virtual
machines with exclusive affinity, frequency scaling is dis-
abled. The disabling may be accomplished, according to
embodiments, by running in the processor in a certain perfor-
mance state (“P-state”), such as PO. This state is maintained
for as long as a highly latency sensitive virtual machine has
exclusive affinity to the physical CPU for which frequency
scaling is disabled.

At step 450, kernel scheduler 135 determines whether the
virtual machine has additional virtual CPUs that require
exclusive affinity to one or more other processors. If the
virtual machine does not have any more virtual CPUs, then
method 400 terminates. However, if the virtual machine does
have additional virtual CPUs, then method 400 proceeds back
to step 420, where kernel scheduler 135 sets a next virtual
CPU and a next physical CPU. Method 400 then repeats steps
425-450 for as many additional virtual CPUs that the virtual
machine has. The method terminates once all virtual CPUs of
the virtual machine are given exclusive affinity to a physical
CPU.

FIG. 5 is a flow diagram that illustrates a method 500 for
scheduling tasks in a computer host that supports the execu-
tion of one or more highly latency sensitive virtual machines,
according to one or more embodiments. Method 500 is
executed by a kernel scheduler that executes in the computer
host, such as kernel scheduler 135 described above.

Method 500 begins at step 510, where kernel scheduler 135
receives a task to be executed on the computer host. As
depicted in FIGS. 3A and 3B, a task that requires processing
cycles may be received from a task pool, such as task pool
310. Next, at step 520, kernel scheduler determines whether
the task to be executed is associated with a highly latency
sensitive virtual CPU. In one or more embodiments, kernel
scheduler 135 makes this determination by determining that
the task is an executing virtual CPU of a virtual machine and
further determining whether the virtual machine has been
granted exclusive affinity to a particular physical CPU. If
kernel scheduler 135 determines that the virtual machine is
highly latency sensitive, and thus its virtual CPU has exclu-
sive affinity to a particular virtual CPU, kernel scheduler 135,
at step 530, immediately executes the task on the physical
CPU to which the virtual CPU has exclusive affinity. It should
be noted that, in cases where the physical CPU already has a
task executing on it that corresponds to the same virtual CPU
being scheduled, then kernel scheduler 135 queues the
received task to that physical CPU. Further, if the physical
CPU has another task executing on it (for example, a virtual
machine running in “adoption mode,” as described below),
kernel scheduler 135 will preempt that task in order to run the
current received task. Once the task is executed (or queued for
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execution) to the physical CPU, method 500 proceeds to step
570, where kernel scheduler 135 determines whether there
are more tasks to be scheduled.

If, at step 520, kernel scheduler 135 determines that the
received task does not correspond to a highly latency sensitive
virtual CPU, then method 500 proceeds to step 540. At step
540, kernel scheduler 135 determines whether the received
task corresponds to a virtual machine that has non-exclusive
affinity to a physical CPU to which a virtual CPU of a highly
latency sensitive virtual machine already has exclusive affin-
ity. In some embodiments, it is possible to set a virtual
machine to have affinity for one or more CPUs in a multi-
processor host computer. In such embodiments, such virtual
machines are restricted to being executed on the processors to
which they are specified as having affinity to. However, this
affinity setting differs from exclusive affinity. As previously
mentioned, exclusive affinity causes tasks and interrupt pro-
cessing for other (non-highly latency sensitive) virtual
machines and user programs to be migrated away from a
dedicated physical CPU. Further, when the physical CPU
becomes idle, the scheduler refrains from scheduling other
tasks to that CPU. By contrast, when a virtual machine has
non-exclusive affinity to a physical CPU, the kernel scheduler
will scheduler tasks to that physical CPU when it becomes
idle. Further, a virtual machine that is granted non-exclusive
affinity to a particular virtual CPU must execute only on that
physical CPU. Thus, when a virtual machine is granted non-
exclusive affinity to a physical CPU to which a highly latency
sensitive virtual machine has been granted exclusive affinity,
a conflict between the virtual machines arises.

To resolve this conflict, kernel scheduler 135 schedules the
task of the virtual machine with non-exclusive affinity for
execution on the physical CPU in “adoption” mode. When a
task executes in adoption mode, it is allowed to share the
physical CPU to which the highly latency sensitive virtual
machine has exclusive affinity. However, in order to maxi-
mize the performance of the highly latency sensitive virtual
machine, kernel scheduler 135 runs the highly latency sensi-
tive virtual machine at a higher priority than the non-latency
sensitive virtual machine. Further, kernel scheduler 135 may
operate to minimize the number of context switches between
the two virtual machines on the physical CPU by detecting
when the highly latency sensitive virtual has gone into a
prolonged idle state. Only at those times is the non-highly
latency sensitive virtual machine dispatched and executed on
the physical CPU.

Referring back to FIG. 5, ifkernel scheduler determines, at
step 540, that the received task has non-exclusive affinity to a
physical CPU to which a highly latency sensitive virtual
machine has exclusive affinity, then method 500 proceeds to
step 550, where the task is queued to that physical CPU to run
in adoption mode. Alternatively, in some embodiments, ker-
nel scheduler 135 may detect that the highly latency sensitive
virtual CPU (which has exclusive affinity to the physical
CPU) is in a long-term idle state. In such a case, the received
task may be immediately executed on the physical CPU. After
step 550, method 500 proceeds to step 570, where kernel
scheduler 135 determines whether there are more tasks to be
scheduled.

However, if kernel scheduler 135 determines, at step 540,
that the received task does not have non-exclusive affinity to
a physical CPU to which a virtual CPU of a highly latency
sensitive virtual machine has exclusive affinity, then method
500 proceeds to step 560. At step 560, kernel scheduler 135
executes (or queues) the received task on a physical CPU to
which no virtual CPU has exclusive affinity. After step 560,
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method 500 proceeds to step S700, where kernel scheduler
135 whether there are more tasks to be scheduled.

If, at step 570, kernel scheduler 135 determines that there
are more tasks to be scheduled, then method 500 proceeds
back to step 510, where a next task is received. If no tasks
remain to be scheduled, then method 500 terminates.

Certain embodiments as described above involve a hard-
ware abstraction layer on top of a host computer. The hard-
ware abstraction layer allows multiple containers to share the
hardware resource. These containers, isolated from each
other, have at least a user application running therein. The
hardware abstraction layer thus provides benefits of resource
isolation and allocation among the containers. In the forego-
ing embodiments, virtual machines are used as an example
for the containers and hypervisors as an example for the
hardware abstraction layer. As described above, each virtual
machine includes a guest operating system in which at least
one application runs. It should be noted that these embodi-
ments may also apply to other examples of containers, such as
containers not including a guest operating system, referred to
herein as “OS-less containers” (see, e.g., www.docker.com).
OS-less containers implement operating system—Ilevel vir-
tualization, wherein an abstraction layer is provided on top of
the kernel of an operating system on a host computer. The
abstraction layer supports multiple OS-less containers, each
including an application and its dependencies. Each OS-less
container runs as an isolated process in userspace on the host
operating system and shares the kernel with other containers.
The OS-less container relies on the kernel’s functionality to
make use of resource isolation (CPU, memory, block 1/0,
network, etc.) and separate namespaces and to completely
isolate the application’s view of the operating environments.
By using OS-less containers, resources can be isolated, ser-
vices restricted, and processes provisioned to have a private
view of the operating system with their own process ID space,
file system structure, and network interfaces. Multiple con-
tainers can share the same kernel, but each container can be
constrained to only use a defined amount of resources such as
CPU, memory and I/O.

Although one or more embodiments have been described
herein in some detail for clarity of understanding, it should be
recognized that certain changes and modifications may be
made without departing from the spirit of the disclosure. The
various embodiments described herein may employ various
computer-implemented operations involving data stored in
computer systems. For example, these operations may
require physical manipulation of physical quantities—usu-
ally, though not necessarily, these quantities may take the
form of electrical or magnetic signals, where they or repre-
sentations of them are capable of being stored, transferred,
combined, compared, or otherwise manipulated. Further,
such manipulations are often referred to in terms, such as
producing, yielding, identifying, determining, or comparing.
Any operations described herein that form part of one or more
embodiments of the disclosure may be useful machine opera-
tions. In addition, one or more embodiments of the disclosure
also relate to a device or an apparatus for performing these
operations. The apparatus may be specially constructed for
specific required purposes, or it may be a general purpose
computer selectively activated or configured by a computer
program stored in the computer. In particular, various general
purpose machines may be used with computer programs writ-
ten in accordance with the teachings herein, or it may be more
convenient to construct a more specialized apparatus to per-
form the required operations.

The various embodiments described herein may be prac-
ticed with other computer system configurations including
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hand-held devices, microprocessor systems, microprocessor-
based or programmable consumer electronics, minicomput-
ers, mainframe computers, and the like.

One or more embodiments of the present disclosure may be
implemented as one or more computer programs or as one or
more computer program modules embodied in one or more
computer readable media. The term computer readable
medium refers to any data storage device that can store data
which can thereafter be input to a computer system—com-
puter readable media may be based on any existing or subse-
quently developed technology for embodying computer pro-
grams in a manner that enables them to be read by a computer.
Examples of a computer readable medium include a hard
drive, network attached storage (NAS), read-only memory,
random-access memory (e.g., a flash memory device), a CD
(Compact Discs)—CD-ROM, a CD-R, or a CD-RW, a DVD
(Digital Versatile Disc), a magnetic tape, and other optical
and non-optical data storage devices. The computer readable
medium can also be distributed over a network coupled com-
puter system so that the computer readable code is stored and
executed in a distributed fashion.

Although one or more embodiments of the present disclo-
sure have been described in some detail for clarity of under-
standing, it will be apparent that certain changes and modifi-
cations may be made within the scope of the claims.
Accordingly, the described embodiments are to be considered
as illustrative and not restrictive, and the scope of the claims
is not to be limited to details given herein, but may be modi-
fied within the scope and equivalents of the claims. In the
claims, elements and/or steps do not imply any particular
order of operation, unless explicitly stated in the claims.

Many variations, modifications, additions, and improve-
ments are possible. Plural instances may be provided for
components, operations or structures described herein as a
single instance. Boundaries between various components,
operations and data stores are somewhat arbitrary, and par-
ticular operations are illustrated in the context of specific
illustrative configurations. Other allocations of functionality
are envisioned and may fall within the scope of the disclosure
(s). In general, structures and functionality presented as sepa-
rate components in exemplary configurations may be imple-
mented as a combined structure or component. Similarly,
structures and functionality presented as a single component
may be implemented as separate components. These and
other variations, modifications, additions, and improvements
may fall within the scope of the appended claim(s).

We claim:

1. In a host computer having one or more physical central
processing units (CPUs) that support the execution of a plu-
rality of containers, the containers each including one or more
processes, wherein the host computer is programmed to per-
form a method of assigning at least one of the processes to
have exclusive affinity to a corresponding physical CPU, the
method comprising:

determining that a first container is latency sensitive; and

responsive to the determining, assigning each of the pro-

cesses of the first container to have exclusive affinity to

one or more corresponding physical CPUs, said assign-

ing comprising:

migrating running tasks on the corresponding physical
CPUs to the one or more other physical CPUs of the
host system;

directing queued tasks and interrupt processing for the
corresponding physical CPUs to the one or more other
physical CPUs; and
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executing tasks of each of the processes of the first
container on the one or more corresponding CPUs to
which the process has exclusive affinity.

2. A system, comprising:

ahost computer having a memory and one or more physical

central processing units (CPUs) that support the execu-

tion of a plurality of containers, the containers each

including one or more processes, wherein the host com-

puter is programmed to perform a method of assigning at

least one of the processes to have exclusive affinity to a

corresponding physical CPU, the method comprising:

determining that a first container is latency sensitive; and
responsive to the determining, assigning each of the pro-

cesses of the first container to have exclusive affinity to

one or more corresponding physical CPUs, said assign-

ing comprising:

migrating running tasks on the corresponding physical
CPUs to the one or more other physical CPUs of the
host system;

directing queued tasks and interrupt processing for the
corresponding physical CPUs to the one or more other
physical CPUs; and

executing tasks of each of the processes of the first
container on the one or more corresponding CPUs to
which the process has exclusive affinity.

3. The system of claim 2, wherein the first container is a
first virtual machine and each of the one or more processes
included in the first container is a virtual CPU, and at least one
virtual CPU is assigned to have exclusive affinity to a corre-
sponding physical CPU.

4. The system of claim 3, the method further comprising:

detecting a change to a state of the first virtual machine,

wherein detecting the change to the state of the first
virtual machine comprises detecting that the state of the
first virtual machine has been changed from powered-off
to powered-on.

5. The system of claim 4, wherein detecting the change to
the state of the first virtual machine comprises detecting that
a latency sensitivity indicator for the first virtual machine has
been changed.

6. The system of claim 3, the method further comprising,
prior to the assigning of the virtual CPUs, determining that
the host computer has a sufficient number of physical CPUs to
which the virtual CPUs are to be assigned.

7. The system of claim 6, wherein the method further
comprises reserving a predetermined number of physical
CPUs of the host computer to process tasks that do not cor-
respond to the first virtual machine.

8. The system of claim 3, wherein determining that the first
virtual machine is latency sensitive comprises:

reading a latency sensitivity indicator for the first virtual

machine;

reading a CPU entitlement value for the first virtual

machine;

determining that the latency sensitivity indicator is a pre-

determined value; and

determining that the CPU entitlement value is a maximum

value.

9. The system of claim 8, wherein the maximum value for
the CPU entitlement value indicates that each virtual CPU of
the first virtual machine is permitted to consume the full
processing capacity of one of the physical CPUs.

10. The system of claim 3, wherein migrating the processes
from the corresponding physical CPUs comprises:

halting a task that is currently being executed by one of the

corresponding physical CPUs; and
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placing the halted task into a run queue of one of the one or

more other physical CPUs.

11. The system of claim 10, wherein migrating the pro-
cesses from the corresponding physical CPUs further com-
prises:

copying a task from a run queue of one of the correspond-

ing physical CPUs to a run queue of one of the one or
more other physical CPUs; and

removing the task from the run queue of the corresponding

physical CPU.

12. The system of claim 3, wherein the method further
comprises disabling frequency scaling for each of the corre-
sponding physical CPUs.

13. A non-transitory computer-readable medium compris-
ing instructions executable by a host computer, the host com-
puter having one or more physical central processing units
(CPUs) that support the execution of a plurality of containers,
the containers each including one or more processes, where
the instructions, when executed, cause the host computer to
perform a method of assigning processes to execute exclu-
sively on a corresponding physical CPU, the method com-
prising:

determining that a first container is latency sensitive; and

responsive to the determining, assigning each of the pro-

cesses of the first container to have exclusive affinity to

one or more corresponding physical CPUs, said assign-

ing comprising:

migrating running tasks from the corresponding physi-
cal CPUs to the one or more other physical CPUs of
the host system;

directing queued tasks and interrupt processing for the
corresponding physical CPUs to the one or more other
physical CPUs; and

executing tasks of each of the processes of the first
container on the one or more corresponding CPUs to
which the process has exclusive affinity.

14. The computer-readable medium of claim 13, wherein
the first container is a first virtual machine and each of the one
or more processes included in the first container is a virtual
CPU, and at least one virtual CPU is assigned to have exclu-
sive affinity to a corresponding physical CPU.

15. The computer-readable medium of claim 14, the
method further comprising:

detecting a change to a state of the first virtual machine,

wherein detecting the change to the state of the first
virtual machine comprises detecting that the state of the
first virtual machine has been changed from powered-off
to powered-on.

16. The computer-readable medium of claim 15, wherein
detecting the change to the state of the first virtual machine
further comprises detecting that a latency sensitivity indicator
for the first virtual machine has been changed.

17. The computer-readable medium of claim 14, wherein
the method further comprises, prior to the assigning of the
virtual CPUs, determining that the host computer has a suf-
ficient number of physical CPUs to which the virtual CPUs
are to be assigned.

18. The computer-readable medium of claim 17, wherein
the method further comprises reserving a predetermined
number of physical CPUs of the host computer to process
tasks that do not correspond to a latency sensitive virtual
machine.

19. The computer-readable medium of claim 14, wherein
determining that the first virtual machine is latency sensitive
comprises:

reading a latency sensitivity indicator for the first virtual

machine;



US 9,262,198 B2
17 18

reading a CPU entitlement value for the first virtual

machine

determining that the latency sensitivity indicator is a pre-

determined value; and

determining that the CPU entitlement value is a maximum 5

value.

20. The computer-readable medium of claim 19, wherein
the maximum value for the CPU entitlement value indicates
that each virtual CPU of the first virtual machine is permitted
to consume the full processing capacity of one of the physical 10
CPUs.



